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Intro — ECN — Findings of US-EU Workshop Nov. 24, 2014
Chapter 3: Voluntary Information Sharing: Chapter overview
The process to comment

Overview on nine Working Groups

Why is it important to contribute by now?
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CIPRNet = Critical Infrastructure Preparedness and Resilience
Research Network www.ciprnet.eu

Main points: https://www.ciprnet.eu/ecn.html

= European CIP Newsletter (CIP = Critical Infrastructure Protection)

= Virtual Centre of shared and integrated knowledge / expertise in CIP
» Building a sustainable European Virtual Competence Centre on CIP
= Building up CIPEdia, a Wikipedia like knowledge base

= Form the foundation for the European Infrastructures & Analysis
Centre (EISAC) by 2020

Contribution to ECN? Write to
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No “One Size Fits All”
Information Sharing Arrangement Specific Recommendation

Trust vs. Rule Based Operation

Activity is Core: It makes the arrangement to work

Creating an “Enabling Environment”

Multi Stakeholder Setup (including governments and suppliers)
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Trust is the essence and cannot be commanded!

- All Hazard + Sector wise

- Rules, Regulations & + Recommendation
Law

- Standards and Benchmark + Self Assessment

- Audit + Common Exercise

- All Forms of Pressure + Good Practice

- Metrics

It’s about the art to do the doable and not to dream on idealism

Thesis of Margrete Raaum at HIG
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Introduction

Dimensions of Information Sharing

Important Aspects of Information Sharing (Tools, Suppliers, Legal)
Sharing Content

Risk introduced by Information Sharing

Universal Information Sharing Recommendations

Blue Chip Specific Information Sharing Recommendations

SME Specific Information Sharing Recommendations
Conclusions on Recommendation and Findings
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4 Session with 30 minutes each -=» you can contribute in 4 topics
=>» and you can send me comments and / or hand notes to me

We have 9 topic oriented groups:
Each group has an Animator and a Rapporteur (taking notes)

In the group you Animator will give a brief overview on the section

Some written comments my be requested form the animator. Little
time.

Exchange and controversial discussion on the comments of the
group experts

Wrap up of the animator / rapporteur
Go to next session.

= = =» 14:30 Form each group 3 major points will be brought
Into the general audience.




Overview on th
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= Blue Chip Specific Information Sharing Recommendations

Animator: Waldemar Grudzien
Rapporteur: Reiner Whyphol

= Sharing of Sharing (Sharing between Sharing Arrangements)

Animator: John Morgan Salomon
Rapporteur: Matthias Schunter

= The meaning of Trust in Information Sharing

Animator: Evangelos Ouzounis
Rapporteur: Mari Kert
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= Meta sharing (sharing and exchange between sharing
arrangements) interface and process design

Animator: Rossella Mattioli
Rapporteur: Pekka Vepsalainen

= Sharing content ontology / Landscape: What type of sharing is
used, and what level operational/tactical/strategic is most
relevant?

Animator: Nick Wainwright
Rapporteur: James Clarke

= SME Sharing

Animator: Carlo Harpes
Rapporteur: Adam Palmer
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= Background and dimensions of information sharing

Animator: Evangelos Markatos
Rapporteur: Volkmar Lotz

= Legal issues / background and ruling of information sharing
arrangements

Animator: Liga-Raita Rozentale
Rapporteur: Julien Debussche

= Policy issues of voluntary information sharing

Animator: Steve Purser
Rapporteurs: Manual Carpio / Jonathan SAGE
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Information Sharing:
Speak about by sharing your view opinions and information NOW
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Reporting
nine
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= Background and dimensions of information sharing
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= Group Discussion after the sub-group presentation

= |ndividuals:

Send comments, opinions and notes to bmhaemmerli@acris.ch
Comment the document

= Chair and Rapporteurs

Create a common view on the outcome of the sub-working group

Send this view to bmhaemmerli@acris.ch no later than Dec. 8,
2015

= The Chapter 3 will be aligned with the groups pinion as good as
possible. Final document is expected by the end of the year.
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Prof. Dr. Bern
+41 79541 7787 /| bm
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