NIS plenary meeting, April 30th

WG3 Secure ICT Research & Innovation

NIS Platform WG3 Secure ICT Research & Innovation




Agenda - WG3 Secure ICT Research & Innovation

WG3 progress report - zoom in:
- Objectives
- Constituency
- Stakeholders
- Subgroups timeline & state of play:
- Secure ICT Research Landscape
- Business cases & Innovation paths
- Education & training for workforce development
- Strategic Research Agenda (SRA)
Q&A



Objectives

The main objective of WG3 is to contribute to the coordination of the European activities

in Research and Innovation in connection with the European Cyber Security strategy.

WG3 should identify the key challenges and corresponding desired outcomes in terms
of innovation-focused, applied but also basic research in Cyber Security, privacy and
trust; and propose new ways to promote truly multidisciplinary research that foster

collaboration among researchers, industry and policy makers.

WG3 should also serve as a facilitator for the coordination of, and collaboration
between, research agendas across Europe, including industry research roadmaps

and national research and innovation programmes of the Member States.



Objectives

Beyond the scope of H2020, WG3 should also help identify the elements of a possible
European industrial strategy for Cyber Security and examine ways to increase the
impact and commercial uptake of research results in the area of secure ICT, including
via innovative financial instruments and funding methods as well as new business

models.

Finally, WG3 is overall expected to provide input to and elicit requirements from the work

of both WG1 (Risk Management) and WG2 (Information Exchange).



Constituency

of the WG must be qualified experts in the field willing to
contribute to the achievement of the stated goals and objectives of this

WG3 in accordance to the stated principles of the WG.

Representatives from industry, research, academia, and governmental and

regulatory bodies are sought.
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Deliverables Editors

cure ICT Research Landscape:

Bart Preneel <bart.preneel@esat.kuleuven.be>
Evangelos Markatos <markatos@ics.forth.gr>
Javier Lopez <|lm@I|cc.uma.es>

Mari Kert <mari.kert@eos-eu.com>

Business cases & Innovation paths:
Paul Kearney <paul.3.kearney@bt.com>
Paul Malone <pmalone@tssg.org>

Zeta Dooly <zdooly@tssqg.org>

Education & training snapshot for workforce development:
Claire Vishik <claire.vishik@intel.com>
Maritta Heisel <maritta.heisel@uni-duisburg-essen.de>
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SRA Editors

ditors):
bio Martinelli <Fabio.Martinelli@iit.cnr.it>
Pascal Bisson <pascal.bisson@thalesgroup.com>
Raul Riesco Granadino <raul.riesco@inteco.es>

Areas of Interest (Aol) - Leaders:

Aol#1: Individual Digital Rights and Capabilities (individual layer)
Gisela Meister <Gisela.Meister@qi-de.com>
Kai Rannenberg <Kai.Rannenberg@m-chair.net>

Aol#2: Resilient Digital Civilisation (collective layer)
Jim Clarke <|clarke @tssqg.org>
Nick Wainwright <nick.wainwright@hp.com>

Aol#3: Trustworthy (Hyperconnected) Infrastructures (infrastructure layer)
Piero Corte <piero.corte@eng.it>
Steffen Wendzel <wendzel@cs.uni-bonn.de>
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SRA Editors

ol Cross-analysis sub-group:

Neeraj Suri <suri@cs.tu-darmstadt.de>
Volkmar Lotz <volkmar.lotz@sap.com>
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Version 1 uploaded

Secure ICT landscape

Secure ICT landscape

by Rossella Mattiell — last modified Oct 21, 2013 10:10 — History

State-of-the-art of Secure ICT & Research landscape — by Rossella Mattioli — last modified Dec 06, 2013 10:17

Research Landscape Deliverable Version 1 — by Evangelos Markatos — last modified Apr 29, 2014 01:30

The MNetwork and Information Security Platform Working Group 3 (WG3) Secure ICT: Research and Innowvation aims to address the
issues related to cyber security research and innovation in the context of the EU Strategy for Cyber Security. WG3 identifies the key
challenges and corresponding desired outcomes in terms of innovation-focused, applied but also basic research in cyber security, privacy
and trust and propose new ways to promote truly multidisciplinary research that fosters collaboration among researchers, industry and
policy makers. The State-Of-The-Art of Secure ICT Landscapes deliverable is the first one among a series of other deliverables foreseen
in the work program of WG3. The objective of the deliverable is to: - Map current and existing technologies in the field of cybersecurity
and privacy; - Introduce and define the technologies; - Identify threats and defences to these threats; - Identify some of the

outstanding research challenges; - Map existing tools that are used in each of the existing technologies; - Feed into the Strategic
Research Agenda of the NIS Platform WG3.



What is 1t?

 Describe State of the Art
* In Cyber Security

 What are the Treats?
 What are the Existing Defenses for each
threat?
 What are the Research Challenges?
 What are the Existing Tools?




Version 1 uploade

STATE-OF-THE-ART
OF
SECURE ICT LANDSCAPE
(DRAFT VERSION)

NIS PLATFORM
WORKING GROUP 3 (WG3)

Table of contents

Contributors 4

Executive Summary &

1

(™

Introduction 8

Basic Technologies 9
2.2 Metrics in cyberiecurily 9
2.3 Authenticalion, Authoriration and Access Conteal 10
2.4 System integrity - Antivirus - AntiSpywere 14
2.5 Cryptalagy 15
2.6 Audit and monitering 15
2.7 Configuration Management and Assurence 20
2.8 Privocy reloted technologies 22
2.9 Hordware and plotform security 22
210  Softwore security and secure sefiware development 22
2,21  WNetwork and mobile security 27
212 Cybersecurity threal technologies/ Offensive technalogies 30
213 information Sharing technologies 31
214 Big doto 34

2.15 [Doto Protection 35

Internet of Things - Cloud Computing 37
31 internet of things 37

3.2 Clawd 41

Application Domains 44

4.1 e-Government 44




Version 1 uploaded
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Example Section:

Intrusion Detection Systems

“fntroduction

* Rule-based, Anomaly-based
* Current Status
« Research Challenges

« The Changing Security Paradigm
 No more perimeter security

* Speed

* Whole System Image
* Not only network image

 New models for attack patterns
« String matching and automata are not enough
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Business cases & innovation paths

ntroduction and problem definition

Methodology for the study
Business cases
o Initial sample market and industry analysis
o Identification of stakeholder requirements
o Selection and analysis of high impact use cases
o Cost-benefit analysis of research topics in relation to use cases
o Initial economic incentive analysis
e Process Definition & Innovation Models
o Survey of best practices in innovation

o Technology and research analysis link with ‘Secure ICT landscape’
deliverable

o Recommendations to H2020 on innovation processes
e Summary of recommendations



Methodology - demand driven

research

"Define a model and an approach

ldentify stakeholders

o Describe concerns from their viewpoints

o Impact of not meeting X requirement

e I|dentify E2E business processes in which X plays role

o ldentify steps where security is critical and describe challenges

e Derive set of research topics from above plus external info (SRA
etc)

o Analyse them from the viewpoints: investment, impact,
likelihnood of success, route to market, dependencies (e.g. on
regulation)

e Go back and repeat this process ??



Market - initial segmentation

Global demand model with security sub segmentations

. a)Defence and national security
b)Government and other public sector
o Strong requirements, e.g. tax collection
o Low impact/requirements, e.g. local school

c)Corporate

o Strong needs/requirements (e.g. sector regulations) e.g. finance
o Medium

d)SMEs

e)Citizens

2. Security topic specific demand model
e End user: in-house, outsourced, in cloud
e Software company: tailor made, product, components
e Existence of S-SDL? Existence of service based software?

3. Now calculate market size: 1+ ¢ + ii + service based = ???




Business problems

' Business problems companies are addressing

cronces cstormer sxperance -

'\_—)-} Process efficiency

Mew products | new business models
More targeted marketing

Cost reducton

Improved risk management

Monetize information directhy

B Business issues now addressing

Regulsiony compliance 10% Likely o address (12-14 mo.)

Crtiher

B3

“Sumvey Analysis Big Data Adophon in 2013 Shows
Subslance Behind thes Bhpe™ GOR2LSMED, S&p 2003




ldentify research topics

-

» Integration of early and late assurance
» Risk driven development

» Socio technical multi stakeholder requirements elicitation...
Total Costs and Benefits (€)

» Prioritisation according to: fachor et Cana genaration ‘

investment, impact,

likelihood of success, T T T p——— ‘
route to market,

dependencies (e.g. on ratic code BNV ‘
regulation

NESSoS SecEval +CBK A code apaction ‘
OWASP CIO Guide
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Data Collection

—

~"* Education: data from UK, Germany, Italy, Cyprus, France,
Ireland, Greece, Spain, Luxembourg, Turkey, France,
Austria, Finland

« Other countries: Portugal, Ireland, Bulgaria, Latvia, Lithuania,
Estonia, Czech Republic, Slovakia, Poland, Romania,
several other countries are not covered

* Incomplete coverage, but provides an idea of the general
direction and focus

« Data collection on training initiated

 Widely available in organizations, mostly beginning level



Summary of Collected Data

Entries

Course Level

Disciplines

5

Graduate (3),
Undergraduate (2)

Computer Science

Cyprus 5 Graduate (3), MSc/PhD | Economics, Business, Computer
pathway Graduate (1), | Science, Computer Engineering,
Undergraduate (1) Information Systems,
Communication Systems
Finland Graduate (67?) Information Security and
7 Undergraduate (17?) Cryptography, ...
France 5 Graduate (5) Computer Science
German Graduate (69), Computer Science, Software
y 143 Undergraduate (43) Systems Engineering, IT Security/
(course level is not given for all Information Technology’ Data
entries) .
Science, ...
Greece 2 Graduate (2) Computer Science, Computer

Engineering, Information Systems,
Communication Systems




Summary of Collected Data

Entries |Course Disciplines
Level
|ta|y 8 Graduate (6), Computer Science,

Undergraduate (2) | Computer Science-Security,
Computer Science,
Computer Engineering, Law

Luxembourg 1 Graduate Computer Science

i Graduate (13), Economics, Business,
Spam 14 Undergraduate (1) | Computer Science, Law
Sweden 5 Graduate (5) Computer Science
UK 81 Graduate (81) Computer Science,

Information Systems,
Technology Management,
Law, Business Studies




LLCEWA S

% Data still insufficient for direct analysis, but
offers good insights echoed in reports

« Secondary materials — reports and analysis of
adjacent fields — will be useful to draw
conclusions



Early Insights

>

“»" Few courses and programs dedicated to cybersecurity; topic
teaching fundamental concepts of general security stand as
a proxy cybersecurity concentration

« Most programs we are aware of are graduate
While there are many jobs available at the beginner
level that would benefit from the undergraduate
degree preparation

« Most programs are not multi-disciplinary
While the requirements are for multi-disciplinary
training including security, privacy, usability,
economics, law, policy, etc.

« Global nature of most cybersecurity topics is not reflected in

curriculum
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Aol’s job uploaded

Areas of Interest (AoI)

by Rossella Matticll — last medified Dec 19, 2013 11:41 — History
Title Author Type Modified
(3 Citizen Digital Rights and Capabilities (tentative title) Rossella Mattioli Folder Dec 19, 2013 11:41
(3 Resilient Digital Civilisation (tentative title) Rossella Mattioli Folder Dec 19, 2013 11:41
(3 Trustworthy (Hyperconnected) Infrastructures (tentative title)) Rossella Mattioli Folder Dec 19, 2013 11:41
= CleanReportBreakOutSessions-WG3-Sept13-v1 Rossella Mattioli File Dec 19, 2013 11:41
I8 Results of the Breakout Session of GroupB Version 1.1 20130930 Kai Rannenberg File Dec 19, 2013 11:41
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Aol # 1 (individual layer) v3.2 uploaded

] Aol 1: Individuals’ Digital Rights and Capabilities (tentative title) [as .dee] — by Kai Rannenberg — last meodified Apr

02, 2014 03:39
Aol 1's vision is that individuals® needs and fundamental rights are placed at the very centre of how we design, manage, and
control network and information and communications technologies. Networks and ICT should be designed to take into account
each of the following from the perspective of the individual: diversity, control {e.g. user empowerment), privacy, fairness,
democracy, freedom of expression, safety. The concept of individuality includes being able to ‘individualise’ according to the
differences of people; Individual Rights (and duties) of e.qg. citizens and consumers must be respected and transparency
(without intrusiveness) must be provided at all times.

E Aol 1: Individuals’ Digital Rights and Capabilities {tentative title) [as .pdf] — by Kai Rannenberg — last modified Apr

02, 2014 03:42
Aol 1's vision is that individuals® needs and fundamental rights are placed at the very centre of how we design, manage, and
control network and information and communications technologies. Networks and ICT should be designed to take into account
each of the following from the perspective of the individual: diversity, control {e.g. user empowerment), privacy, fairness,
democracy, freedom of expression, safety. The concept of individuality includes being able to ‘individualise’ according to the
differences of people; Individual Rights (and duties) of e.qg. citizens and consumers must be respected and transparency
(without intrusiveness) must be provided at all times.

M Aol 1: Individuals’ Digital Rights and Capabilities Version 3.2 [as .doc] — by Kai Rannenberg — last modified Apr 25,
2014 02:21
Apl 1's vision is that individuals® needs and fundamental rights are placed at the very centre of how we design, manage, and
control network and information and communications technologies. Networks and ICT should be designed to take into account
each of the following from the perspective of the individual: diversity, control {e.g. user empowerment), privacy, fairness,
demaocracy, freedom of expression, safety. The concept of individuality includes being able to ‘'individualise’ according to the
Citizen Digital Rights and Capabilties differenc,es of Feople; Individual Rights {and dutlies) of e.g. citizens and consumers must be respen?ted and t.ransparency
(tentative title) (without intrusiveness) must be provided at all times. Social, legal and regulatory aspects of security and privacy need to be
investigated in an interdisciplinary research context.

] Aol 1: Individuals’ Digital Rights and Capabilities Version 3.2 [as .pdf] — by Kai Rannenberg — last modified Apr 25,

2014 02:23
Aol 1's vision is that individuals® needs and fundamental rights are placed at the very centre of how we design, manage, and
contral network and information and communications technologies. Networks and ICT should be designed to take into account
each of the following from the perspective of the individual: diversity, control {e.g. user empowerment), privacy, fairness,
democracy, freedom of expression, safety. The concept of individuality includes being able to ‘individualise’ according to the
differences of people; Individual Rights (and duties) of e.qg. citizens and consumers must be respected and transparency
(without intrusiveness) must be provided at all times. Social, legal and regulatory aspects of security and privacy need to be
investigated in an interdisciplinary research context.



Aol # 1 (individual layer) v3.2 uploaded

o Digitalization of citizens (individuals should have freedom not to wse all technalogy and still

Aol 1: [ndividuals’ Digital Rights and be able to live a normal not restricted life

T = Digital divide/inclusion:
Capabllltle S s Everything can be "googled";

+  Technology concentration leads to the digital divide and ta exclusion.

3.2, 2014-08-25 s Awareness (tangible means such as secure tokens) to identify if what they are doing
is safe;

+ Opting-out of technologies and applications or to choose one’s own preferences in
Descripﬁun of the Aol 1's vision applications need to be guaranteed (for example filling tax forms by hand and
Apl 1's vision is that individuals” needs and fundamental rights are placed ot the very centre of how returning paper copies should continue to be available for citizen who prefer this, as
we design, manege, and control network and information and communications technologies. the state should not raise the burdens for citizens, who want to communicate with
Wetworks and ICT should be designed fo take inte account each of the following from the perspective the state).
of the individual: diversity, control (e.g. user empowerment), privacy, faoirness, democracy, freedom of o Derived data protection, avoid users spreading their identity all over the web; instead enable
expression, safety. The concept of individuality includes being able te individualise’ according to the use of derived eredentials.
differences of people; Individual Rights [and duties) of e.g. citizens and consumers must be respected o Abalance neads to be found between anonymity and trust and security requirements.
ond transparency [without intrusiveness) must be provided at all times. Social, legal ond regulatory = Cross-border data protection: Citizens of one country may find their data stored in data
aspects of security and privacy need to be investigoted in an interdisciolinary research context, centres located in another country.

o User friendliness (well -known handling of devices, no device specific supplies)

o Users need to have control (including ownership and usage rights) over their ICT assets

DCSCI'iPﬁUn of the issues and Chﬂ]lﬂl'lgﬁs [personal devices, networks, data, and applications).

*  Technical challenges » Political and governance challenges
o Interoperability issues: Technical standards have to be improved, e.g. to properly protect o Preserve rights and sedietal values of the physical world in the digital world, where
* seamless (contactless) communication by mobile phone apprapriate
»  applications being transferred data from one to another device across boundaries * Consider, that concepts like “ownership”,” means of production”, and “copyright™ may

o L " ) . be different in the digital world compared to the physical werld,
= Individual communication between citizens of different countries; i o
. . . - *  Understand the patential effect on digital rights
o Scaling (up & down) of storage and how it relates to interoperability ) . . )

* Consider the impacts of public goeds, creative commans, open source and crowd
o User friendliness (interoperable user interface)
o
o

Security /[ Privacy by design, saurcing

Privacy by default so that the end user does not need to be aware and familiar with the o Trustin governance of surveillance systems

security measures but that the system ensure security and privacy related properties; »  Personal data and information will not be captured/fanalysed without the knowledge and
= Derived data protection, avoid users spreading their identity all over the web, instead enable consent of lawful citizens;

use of derived credentials = Technology, that is inherently able to perform permanent surveillance (such as
o Classification of security levels with a basic provable interoperable level for all computers and networks with storage capabilities including Internet, pervasive

communications devices computing, mobiles, apps, sensors and CCTV) is to be built in a way, that it helps people
o Avoid correlation of data so that individuals’ data cannot be correlated or subsequently and does not harm people.

analysed (Big Data preblem) *  Educational challenges

= Sacietal challenges = Responsibility for continuous education and raising awareness campaigns

o Influences of social content an privacy requirements must be addressed; o Bringing Massively Open Online Courses (MOOCs) to the same level as real-life in-class
courses is a challenge from qguality and certification perspectives.
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Resilient Digital Civilisation (I} (collective layer)

Cio-Chaired by Nick Wainwright (HP Labs <nick.wainwright®hp.come and Jim
Clarke (Waterford IT <jclarke @tssg.org>

Context

The pervasivensass of information and communication technology and ubiguity of digital
infrastructures means that the Digital civilization is now a fact of Life. Some examples
Mlustrate this: digital Media, digital social relstons, critical infrastructures, services,
surveillance, industrizl centrol, govemment, intefligent fransport systems, smart cities,
amongst othars.

A Digital Civilisation s desirable to society at large due to @ number of key drivers such
as: easse, convenience, economisation, speed, information access, optimisation,
proximity, and others. However, the Digital Civilisation is exposed to new thrests as the
exposure of the digital interconnected society to this digital infrastructure, which is
continuows evolving, can have issues related to accessibility, invisibility, profiling,
connectivity, complexity, and others. Coupled with the trust issues arising from a
constant concern of surveillance andior potential loss of personal data could eventually
diminish the digital infrastructure’s image, and consequently change the future
architecture of the infrastructure by necessity of bamiers, filters and inspections at all
stages of usage and operation. Moreowver, an architecture based on shared platforms
and infrastructures increase the impact of incidents on chvilization.

Resilience is key for a functional digital civilization, and civilization must be empowered
to manage and balance their own risks according to their requirements, similar to how it
is done in the physical form of civilization. These concepts and solutions must also be
addressed in a fashion that is not localized in pockets, but can it translate to a “world
scale” taking into account the diferent aspects of civilization as it will be in 2025,

Terms of reference

The main focus of this Aol Resilient Digital Civilisation (I} (collective layer) is the
protection of the groups/society'organizations {we will call this ‘Digital Inferconnected
society’) as it represants the collective interest of the organized cifizens, institutions,
business, atc. This can be thought of as the ‘supply side’ of the digital civilisation.

These groups and organisations operate under a whole seres of obligations -
regulztion, confracts, societal norms, and fo manage risks, ensure sscurity, and handle
information securely and respecting fundamental rights of the customersicitizens.

The Aol will focus on enswring that digital institutions of society will be trusted and
secure, a5 trusted in their digital forms as they would be in physical form - if indeed it
would be possible to translate the digital instifutions of 2025 back to what they ware 15
ar 25 years previously, such is the nature and scale of the transformation to 2 Digital
Interconnected Sociaty.

Challenges (4 types):

1. Technology:

Resilience and sacurity of |CT systems
Including Cloud / Data centers
Resiliant Governmeantal ICT systems
Preventing Cyber crimefcyber tarmarism
Fostaring Trust in the Digital Scciety
Interoperability

Adaptation

Security mebrics

Trust & assurance

Security engineering

Sacurity & privacy by design, and others.

2. Puolitical / Societzl:

- s = 8 =

Policy & regulation - Digital civilization should ensure an ‘digital
interconnacted society’ that is (Fair, Democratic, Safe, Transparent, avoid
Censorship, balance the citizen rights and duties)

Controd - individual ws. collective - ensuring that individuals can manage
their individual digital presence in a way that's balanced with collective
needs form business, state, society, community

Allowy {digital) diversity - not treating everyona the same, enabling
differences, supporting the different culiures, approaches perspectives
online.

Intemational aspects

“zlues and rights

European view

Data protection principles

Framework (certification etc.), and athers.

3. Economical:

Grant business and service continuity (lack of security breachesfailures
leading to damagesoss)

Economic value of security

Large-scale coordination

Transparency of business models

Taking into account the full spectrum of industry e.g. Big players — SMEs
Complexty

4. Educational

Ll
.
.
®
.

Raising Awareness,
Multi-disciplinarity
Risk perception
Ease of use
Simplicity.
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Cne way to consider the future barriers to secure and trustworthy institutions is to project forward the technology enablers of the

digital future and consider what threats or bamers are introduced at the sama time that pravent the institutions of society being

secure or trusted.

We intend fo use the opporiunity of the April 28" workshop to start populating the following tabla:

<2025 technology=

Pervasive monitoring of
ciies and public areas

Track everylhing all the time |

| Enables <Gov | Biz | Civil
| Soc> to [goal]

Provide security to citizens

Manage the environment

Significance
1-5

Provided <trust / security
barriers> are addressed

Ensuring citizens privacy rights can
be guaranteed

Controlling data use who can use
what for what purpose

Priority
1-5




Aol # 3 (Infrastructures layer) uploaded

Trustworthy (Hyperconnected) Infrastructures (tentative title))

FILES QUICK UPLOAD
by Rossella Mattioli — last modified Dec 19, 2013 11:41 — History

x| Summary of Aol Trustworthy (Hyperconnected) Infrastructure — by Steffen Wendzel — last modified Feb 14, 2014 12:48
version: 2014-Feb-13

Drag and drop or choose your files:

Contributors of Aol Trustworthy (Hyperconnected) Infrastructure — by Steffen Wendzel — last modified Apr 27, 2014
09:59
A aoI3 Trustworthy Infrastructure — by Piero Corte — last modified Apr 22, 2014 01:14



Aol # 3 (Infrastructures layer) uploaded

—

Area of Interest (Aol) “Trustworthy (Hyperconnected) Infrastructure”

Document Versien: 2014-Apr-27

EARLY DRAFT VERSION FOR INTERMAL DISCUSSION

Editors:
steffen Wendzel, Fraunhofer FKIE, steffen,wendzel@fkie, fraunhofer.de
Piero Corte, Engineering, piero.corte®@eng.it

Contributors (preliminary; names listed under the condition of actual contribution):
Kristian Beckers, University of Duisburg-Essen
Ruth Breu, UIBK

Charles Brookson, ETSI / Zeata

Philippe Bonnet, IT University of Copenhagen
Piero Corte, Engineering

Hervé Debar, Télécom SudParis

Lecnardo Fiocchetti, Selex

Maritta Heisel, University of Duisburg-Essen
Seudie Herve, Bossh

Migel Jefferies, Huwai

Faul Kearney, British Telecom

Mari Kert, Eurcpean Organisation ofr Security
Mika Lauhde, S5H

Evangelos Markatos, |C5 Forth

General Aspects

hi Anl’s vision

Participants see future infrastructure processes and resources as adaptive, de-central,
collaborative and efficiently contrelled. ICT infrastructure must be reliable, prediciable anc
always available, it must sperate conlidentially and in a privacy proftecting way, it should be
capable to react 1o oyber threats in real time. Users should sdditionally be provided with
parmananl accedi W inlarmation that allows the comlirmation af the Urustwarthiness of the
mnfrastructure ang its services (even if partly compromised), & key aspect in the development of
trusiwaorthy infrastructune will be the swrouncing of citizens by network devices in the contex:
of |:h|q|.|'.q|:'s compuiing. Ubiquitous computing hnngs changes (0.8, ambient assisted Wving, AMLY
but also challenges (p.g. privacy threatsh, Future cities fior Eurgpean citizens dt‘ﬂl‘fﬂ! an Gl ang
compate for human resources Bs @ach city must be oplimized (o we its Cl in order Lo motivale
skilled people Lo stay in e city /Lo move Lo the city. The participants exgect Tailure of critical
imfrastruciure Lo cause catastrophic consequances,

Izzues ond Challenges

The Aal contributors. highlighted & number of dhallenges during both plenary meeatirgs held in
Septernber and December and via e-mafl. The major aspects mentioned are the inlegration of
privacy and security by design in infrastructure (incl. cars, trains, buildings, Internet
mfrastruciure, ..); realizing achievable selutions/engineering of more secure infrastruciure
envirgnments; |n|:|-dr~n'..fw||nhr:|h|l|ty handling; prmldlng trust far partly compromised
nfrastructure components; the commurmication between stakehalders le.g. incustry anc
resgarch) as well as the education of end-users; the migration of legacy systems and prabooals;
the scalability increase of infrastructure and its data; the handling of & rapid growth in the
sophistication of threats acress the whole spectrum of the cyber ecosystern and the linked
increase of the risk of disruption; the decreasing available time Lo respond o attacks; the glebal
competition [-» establish a security industry for the nocessary products in Europe); the creatian
of ways to measure secunity;, the creation of user frlﬁndp‘usr—r tallared secunty solubians;
secure inter-connectivity of infrastructure components; and the introduction of improsed
slandards.

Identification of Technodogy, Podicy and Regulation enshlersinhibitors

Enahiérs (Techmol and Regulation)

Hey aspects mentioned multiple times serving as enablers ane the education of usees/ companies,
the implementation of constructive security/privacy reguiations and stancards on different
levels (also gowernmental § crodd border), the improvement of security featureés on different
Levels of security; the integration of secwrity by design, improvement/utilization of formal
metheds, empirical studies, privecy enhancing global PXI, and machine Learmirg o improve
security, thie Presenos of an un frag'nﬁntm! and compact research commuenity in Europe [(on
trusted devices), A farum with research institutions and industry on industrial themes coulc also
servr as an cnabler,
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[CT Infrastructure

Associated Contributiors: Mika Laubde, Hervé Debar, Paul Kearmey, Charles Brookson, Piero Corte,
Stoffon Wendrel, Migel Jefferies

Issues and Challenpes

Irput 1 (Mika Lauhda):

Currently the EU 45 not competing any more with BCT high tech players, but newcomers Like
China, India, etc. The current mass survedlance can be seen as a wake-up, what will be lost
when dependency ard legislations are mrisused towards ELL

‘W sen that there are three challenges which ane needed to overcome;

bufld Ewropean assets for ICT and ICT security

protect European ICT assets and ICT security instruments from unfair competition

allow Eurcpean member states to build thed ICT protection according their own foreign policy

Shartly:

a) we have clear shortage with Eurgpean ICT assets which means that EV is heavily copending
from foreign ICT compenents. We need o improve this sttuation by Horizon2 020 program in the
way that this Tunding is targeted to Ewopean companies which swill then alsa build the
ecasystem cormpetences in this area for Evropean wtilization.

b) & we have seen, Eurcpean |CT players are needing similar support as WS companies when
Building their ICT security and business. I EL we have been concermad fram unfair compeatition
which we have seen in passenger plane and shipyard industry. Howewer EU focus should be
broadered alio Lo cover IKT and ICT security industne When Google has been under irvestigation
here i EL, WAA& has been taken immediate actions to influence and mitigate this kind of
imestigation which is targeted to US ICT industry players. This means in other wares that EL
need to protect similar way ICT incustry a5 we need o pretect Shipyarcs and passerger plane
LAY,

c] Part af the HIS wark is risk assessments (WG1], which hapgens only §7 real information is
available to make risk assessment, This infarmation to make justified decistors from Risk area
cannot be dene only trough political or commercial justifications, WG should sake in agenda,
heaw im ke run EU could make security assessments 1o ICT compenents (Handware or Softwane)
wied i EU metwarks. In this we should perbaps look to US a8 well, while they have alreacdy a
wiorking program on how Lo utilize fareign KT comgonents in their netwarks,

Input #2 (Herve Debar.

ICT infrastructures have become pervasive in our madern Life. We rely on them Tor services that
have become intensely critical for many aspects of our modern life, such a8 ablaining basic
services |energy, water, transportation, ..} or oasing ouwr activities [comiputing faster rowtes on
the roac, entertaining ourselves everywhere, etc.). ¥et, there ane many security wssues that
remain at bay:

Understanding ard wisibility of risk and security measures. In rmary cases, security imposed in
ICT infrastructires 5 seen a5 a constraint and a loss of functorality, For example, we have

Iransportation
Asenciated Contributars:

Issues and Challinpis

In the transpart sectar there are significant sirategic challenges in which ICT can play a vital
role, Amorg the modst important challerges, it is interesting o mention:

*  minimization of COF emission by promoting the use of Cleaner means of transport such as
electris vehicles

*  incresse of road safety with particular attention on reducing significantly the number of
deaths cauted by road accidents

* greation of the Single European Sy, to address the forecasted 505 increase in air traffic
in the pext 20 year

" Rall Rowte J0G00 hiDp: /M weswenrac, ong wi-conbent/uplaads 301 3511 /D9-5RRA-RALROLITER 050, pal

 Girgle Eurcpean Transport Area:
2011 white sager e bim
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Smart Grids
Asenciated Contributors: Kristian Backers, Philippe Banrset, Maritts Heisel, Erkuden Rios Velasco,
Paul Kearnaoy

lesues and Challenpes

Input #1 {Beckers):

& smart grid provides encrgy on demand from distributed generation statiens to customers. The
grid intelligently manages the behavior and actions of its participants using information anc
communication technologies (ICTh A& novelly compared Lo existing energy networks is the two-
widy communication between consumers and electric power companies. The benefits af the
srnart grid are envisiored o be a more ecanamic, susthinable and reliable supply of energy.
However, significant security concerns have to be addressed far this scomario, cue o the
possible cangers of missing availability of energy for customers, as well as threats to the
ntegrity and conficentiality of customer’s cata. These concerns are of particular relevance,
because enengy grics have a significantly longer lifespan than telecommunication notwarks
(Aloula, Al-alia, Al-Dalkya, Al-Mardinia, & EL Hajj, 200Z). In addition, privacy concerns hawve
risen, such as the possibility of creating behavioral profiles of customers if their energy
conmsurnption is transmitted over the smart grid in small time intervals (Lin & Farg, 3014). In
particular, the atiack surface 15 increasing over time in the smart grid for two reasaons. Firstly, an
ncreased amount of private sersittve ousiomer data is available to service prowiders, ukkity:,
and third party partners, Secondly, new data interfaces such as new and improved meters,
collectors, and ather smart devices cause nes entry points for attackers (Cuellar, 2014).

Input #2 (Bonnet):

galion of the

I an

r Citud 1% 1he From a svalem whers
generation, besed on fossil fis=l, adapis o users cons on, o a system where user consumpoion must be
flexcible encagh 1o adapt to the fAuctuations of the renewable based generation. Fmally Smart Grid is a system
wheze ehectricity & traded &5 2 commaodity oo miemational marketplaces.

chirge of 1be peration, IrEkmissem aod
sk mecond al suGaess in o
sral disasters, Witk the Senact G

me okl Tor the apiralon
s Gperabses. B
% igating the eflects of
sermity is now of the core of their efforts to provide a resilient mftestructare.
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EVRICTT LS o 1hese soflwace componets, Users privacy should be enforcid, an

of trading markeiplaces should be resdlieni.

The fact that all components might be compromised is commeonplace on the Intermet. The obviows solution is
W rely on ervption whengver data
kevs, (i} W s

wilted or sared, The Mer 15 (1) U secane carvplion
alion that 1
sal enatulion
¢ (as the sem
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WG1 inputs for Research - Risk management
Thanks to all WG1 and chairs

to identify the barriers to adoption of Best
practices

1. Research to gauge Risk Management penetration into “hard
to research” organisations and SMEs establish the best

means of communications to raise awareness

2. Research to help to solve the lack of information to perform
statistical / predictive risk analysis

3. Research into dynamic risk analysis for cyber threats

4. Research on risks metrics



Wrap up & next steps

" e Active+ contributions needed

e [andscape final version very soon

e Business & education Deliverables release
candidate version (WIP)

e Processing of Aol priorization results for SRA +
start creation of SRA document

e Taking care of NIS WG1, WGZ2 research gaps as
well as stakeholders recommendations into SRA
Aols.



Thank you.

NIS Platform
WG3 Secure ICT Research & Innovation




