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Q&A 

 
 

  



Objectives 

The main objective of WG3 is to contribute to the coordination of the European activities 

in Research and Innovation in connection with the European Cyber Security strategy. 

 

WG3 should identify the key challenges and corresponding desired outcomes in terms 

of innovation-focused, applied but also basic research in Cyber Security, privacy and 

trust; and propose new ways to promote truly multidisciplinary research that foster 

collaboration among researchers, industry and policy makers. 

 

WG3 should also serve as a facilitator for the coordination of, and collaboration 

between, research agendas across Europe, including industry research roadmaps 

and national research and innovation programmes of the Member States.  

 

 

 

  



Objectives 

 

Beyond the scope of H2020, WG3 should also help identify the elements of a possible 

European industrial strategy for Cyber Security and examine ways to increase the 

impact and commercial uptake of research results in the area of secure ICT, including 

via innovative financial instruments and funding methods as well as new business 

models.  

 

Finally, WG3 is overall expected to provide input to and elicit requirements from the work 

of both WG1 (Risk Management) and WG2 (Information Exchange).  

 

 

 

  



Constituency 

Members of the WG must be qualified experts in the field willing to 

contribute to the achievement of the stated goals and objectives of this 

WG3 in accordance to the stated principles of the WG. 

 

Representatives from industry, research, academia, and governmental and 

regulatory bodies are sought. 

 
 
 
 

  



Stakeholders 

NIS WG1 NIS WG2 

Other CSAs Policy makers 

Member states 

Researchers 

Industry 



WG3 Main deliverables 

  

 

 



Deliverables Editors 

Secure ICT Research Landscape: 

Bart Preneel <bart.preneel@esat.kuleuven.be> 

Evangelos Markatos <markatos@ics.forth.gr> 

Javier Lopez <jlm@lcc.uma.es> 

Mari Kert <mari.kert@eos-eu.com> 

  

 

Business cases & Innovation paths:  

Paul Kearney <paul.3.kearney@bt.com> 

Paul Malone <pmalone@tssg.org> 

Zeta Dooly <zdooly@tssg.org> 

 

Education & training snapshot for workforce development:  

Claire Vishik <claire.vishik@intel.com> 

Maritta Heisel <maritta.heisel@uni-duisburg-essen.de> 
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SRA Editors 

 

SRA (Editors):  

Fabio Martinelli <Fabio.Martinelli@iit.cnr.it> 

Pascal Bisson <pascal.bisson@thalesgroup.com> 

Raúl Riesco Granadino <raul.riesco@inteco.es> 

 

 

Areas of Interest (AoI) - Leaders: 

 

AoI#1: Individual Digital Rights and Capabilities (individual layer) 

Gisela Meister <Gisela.Meister@gi-de.com> 

Kai Rannenberg <Kai.Rannenberg@m-chair.net> 

 

AoI#2: Resilient Digital Civilisation (collective layer) 

Jim Clarke <jclarke@tssg.org> 

Nick Wainwright <nick.wainwright@hp.com> 

 

AoI#3: Trustworthy (Hyperconnected) Infrastructures (infrastructure layer) 

Piero Corte <piero.corte@eng.it> 

Steffen Wendzel <wendzel@cs.uni-bonn.de>  
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SRA Editors 

 

AoI Cross-analysis sub-group: 

 

Neeraj Suri <suri@cs.tu-darmstadt.de> 

Volkmar Lotz <volkmar.lotz@sap.com> 
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 October 2013 

Terms of 
Reference for 
WG3 

June 2014 

○ 
○Secure ICT 
research 
landscape 

○RCV. Snapshot of 
Education & 
Training landscape 
for workforce 
development 

○RCV. Business 
cases and 
innovation paths 

○RCV.  

Areas of Interest of 
Strategic Research 
Agenda (SRA): 
Individual 
perspective; 
Collective 
perspective; 
Infrastructures 

September 
2014 

○Business cases 
and innovation 
paths 

○Consolidated 
version: 

Areas of Interest of 
SRA 

○RCV. Gap analysis 

 

March 2015 

○The 
Strategic 
Research 
Agenda 
(SRA) of the 
NIS Platform 

 

 
○AoI 1 Individual 
Digital Rights 
and Capabilities 

○AoI 2 Resilient 
Digital 
Civilisation 

○AoI 3 
Trustworthy 
(Hyperconnecte
d) 
Infrastructures 

○Cross analysis 
of AoIs 

 

June 2015 

○Snapshot of 
Education & 
Training 
landscape for 
workforce 
development 
(update) 

RCV: release candidate version 

Timeline 



NIS Platform WG3 Secure ICT Research & Innovation 

NIS WG3 Meeting 

 

Secure ICT Landscape Deliverable 
Mari Kert, Javier Lopez 

Evangelos Markatos, Bart Preneel 

8 April 2014 



Version 1 uploaded 



• Describe  State of the Art 
• In Cyber Security  

• What are the Treats?  
• What are the Existing Defenses for each 

threat? 

• What are the Research Challenges?  

• What are the Existing Tools? 

What is it? 



Version 1 uploaded 



Version 1 uploaded 



• Introduction  

• Rule-based, Anomaly-based 

• Current Status 

• Research Challenges   

• The Changing Security Paradigm 

• No more perimeter security  

• Speed  

• Whole System Image  

• Not only network image 

• New models for attack patterns 

• String matching and automata are not enough 

Example Section:  

Intrusion Detection Systems  



NIS Platform WG3 Secure ICT Research & Innovation 

NIS WG3 Meeting 

 

Business cases & innovation paths 
Paul Kerney, Paul Malone, Zeta Dooly 



Outline uploaded  



● Introduction and problem definition 

● Methodology for the study 

● Business cases 

○ Initial sample market and industry analysis 

○ Identification of stakeholder requirements 

○ Selection and analysis of high impact use cases 

○ Cost-benefit analysis of research topics in relation to use cases 

○ Initial economic incentive analysis 

● Process Definition & Innovation Models 

○ Survey of best practices in innovation 

○ Technology and research analysis link with ‘Secure ICT landscape’ 

deliverable 

○ Recommendations to H2020 on innovation processes 

● Summary of recommendations 

Business cases & innovation paths 



● Define a model and an approach 

● Identify stakeholders 

○ Describe concerns from their viewpoints 

○ Impact of not meeting X requirement 

● Identify E2E business processes in which X plays role 

○ Identify steps where security is critical and describe challenges 

● Derive set of research topics from above plus external info (SRA 

etc) 

○ Analyse them from the viewpoints: investment, impact, 

likelihood of success, route to market, dependencies (e.g. on 

regulation) 

● Go back and repeat this process ??   

 

Methodology - demand driven 

research 



1. Global demand model with security sub segmentations 

● a)Defence and national security 

● b)Government and other public sector 

○ Strong requirements, e.g. tax collection 

○ Low impact/requirements, e.g. local school 

● c)Corporate 

○ Strong needs/requirements (e.g. sector regulations) e.g. finance 

○ Medium 

● d)SMEs 

● e)Citizens 

2.    Security topic specific demand model 

● End user: in-house, outsourced, in cloud 

● Software  company: tailor made, product, components 

● Existence of S-SDL? Existence of service based software? 

 

3.    Now calculate market size: 1+ c + ii + service based = ??? 

 

Market - initial segmentation 



Business problems 



Identify research topics 



NIS Platform WG3 Secure ICT Research & Innovation 

NIS WG3 Meeting 

 

Education & Training snapshot for 

workforce development in Cybersecurity 
Claire Vishik, Maritta Heisel 

8 April 2014 



Data Collection 

• Education: data from UK, Germany, Italy, Cyprus, France, 

Ireland, Greece, Spain, Luxembourg, Turkey, France, 

Austria, Finland 

 

• Other countries: Portugal, Ireland, Bulgaria, Latvia, Lithuania, 

Estonia, Czech Republic, Slovakia, Poland, Romania, 

several other countries are not covered 

 

• Incomplete coverage, but provides an idea of the general 

direction and focus 

 

• Data collection on training initiated 

 

• Widely available in organizations, mostly beginning level 

 

 

 



Summary of Collected Data 

 

 

 

Country Entries Course Level Disciplines 

Austria 5 Graduate (3), 

Undergraduate (2) 

Computer Science 

Cyprus 5 Graduate (3), MSc/PhD 

pathway Graduate (1), 

Undergraduate (1) 

Economics, Business, Computer 

Science, Computer Engineering, 

Information Systems, 

Communication Systems 

Finland 7 Graduate (6?) 

Undergraduate (1?) 

Information Security and 

Cryptography, ... 

France 5 Graduate (5) 

 

Computer Science 

Germany 143  Graduate (69), 

Undergraduate (43) 
(course level is not  given for all 

entries) 

Computer Science, Software 

Systems Engineering, IT Security/ 

Information Technology, Data 

Science, … 

Greece 2 Graduate (2) 

 

Computer Science, Computer 

Engineering, Information Systems, 

Communication Systems 



Summary of Collected Data 

 

 

 

Country Entries Course 

Level 

Disciplines 

Italy 8 Graduate (6), 

Undergraduate (2) 

Computer Science, 

Computer Science-Security, 

Computer Science, 

Computer Engineering, Law 

Luxembourg 1 Graduate  Computer Science 

Spain 14 Graduate (13), 

Undergraduate (1) 

Economics, Business, 

Computer Science, Law 

Sweden 5 Graduate (5) Computer Science 

UK 81 Graduate (81) Computer Science, 

Information Systems, 

Technology Management, 

Law, Business Studies 



Analysis 

• Data still insufficient for direct analysis, but 

offers good insights echoed in reports 

• Secondary materials – reports and analysis of 

adjacent fields – will be useful to draw 

conclusions 

 

 



Early Insights 

• Few courses and programs dedicated to cybersecurity; topic 

teaching fundamental concepts of general security stand as 

a proxy cybersecurity concentration 

 

• Most programs we are aware of are graduate 

While there are many jobs available at the beginner 

level that would benefit from the undergraduate 

degree preparation 

• Most programs are not multi-disciplinary 

While the requirements are for multi-disciplinary 

training including security, privacy, usability, 

economics, law, policy, etc. 

• Global nature of most cybersecurity topics is not reflected in 

curriculum 
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Strategic Research Agenda (SRA) 
Fabio Martinelli, Raúl Riesco 

 

 
State of play, the case of 3x AoIs (Areas of Interest) 

 

8 April 2014 



AoI’s job uploaded 

  



AoI # 1 (individual layer) v3.2 uploaded 

  



AoI # 1 (individual layer) v3.2 uploaded 

  



AoI # 2 (collective-org layer) v2.0 uploaded 

  



AoI # 2 (collective-org layer) v2.0 uploaded 

  



AoI # 2 (collective-org layer) v2.0 uploaded 

  



AoI # 3 (Infrastructures layer) uploaded 

  



AoI # 3 (Infrastructures layer) uploaded 

  



AoI # 3 (Infrastructures layer) uploaded 

  



AoI # 3 (Infrastructures layer) uploaded 

  



          

    

     

 

1. Research to identify the barriers to adoption of Best 

practices 

 

1. Research to gauge Risk Management penetration into “hard 

to research” organisations and SMEs establish the best 

means of communications to raise awareness 

 

2. Research to help to solve the lack of information to perform 

statistical / predictive risk analysis 

 

3. Research into dynamic risk analysis for cyber threats 

 

4. Research on risks metrics 

WG1 inputs for Research - Risk management 
Thanks to all WG1 and chairs 

  



Wrap up & next steps  

  

• Planning going as expected (WIP) 

• Active+ contributions needed 

• Landscape final version very soon 

• Business & education Deliverables release 

candidate version (WIP) 

• Processing of AoI priorization results for SRA + 

start creation of SRA document  

• Taking care of NIS WG1, WG2 research gaps as 

well as stakeholders recommendations into SRA 

AoIs. 

• ... 



  
 
 

NIS Platform 
WG3 Secure ICT Research & Innovation 

 

Thank you. 


