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Agenda

* Background
* Structure
* Next Steps



Background

* |nitial Plenary meeting — Brussels
— Establishment of Working Groups
— Invitation to join Working Groups
e Appointment of Co-Chairs for WG2
— Creation of Terms of Reference
— Opening of ENISA Portal on NIS
* First meeting of Working Group 2 - Brussels

— 26" September 2013
— Review of Terms of Reference with WG2 members
— Themes, objectives and general direction agreed



Structure & Preparatory Work

e Refine terms of reference based on WG2 members comments

 Agreement that WG2 will produce guidance on best and good
practices on Information Sharing and Incident Handling

 Creation of structure and content framework for final document

— Used to help delegate and involve further members of WG2 later in
the process
* Meetings held with key and influential stakeholders in governments
— Dutch, Belgian, UK, Irish, Portuguese departments responsible for
cyber security, business development and incident notification

 Meetings help with industry bodies with legal or regulatory interest
in cyber security and incident notification

Objective — gain support for access to current practices and begin
conversation on construction of agreed content that would satisfy key
stakeholders and interested bodies



Direction Statement

* Working Group 2 will produce a paper on current
observed practices on Information Sharing and Incident
Notification within the EU and Internationally. The
purpose of this is to learn and capture best and good
practices in order to assist in developing a set of
recommendations for EU business’s.

 Working Group 2 will also prepare guidance on how to
share information and notification of incidents. This
will be the practical mechanics of sharing and
notification.



Next Steps

* Creation of Sub Groups in WG2

— Existing Platforms — Section 2
* National Platforms
* International Information Sharing Initiatives
* Industry Verticals
— Information Sharing — Section 3
* Guidance on Privacy and Trust on Information Sharing
* Sharing of Information
— Protocols and Mechanisms

e Standards and proposed standards in industry
 What is industry using

 Services and Initiatives research
* Final Recommendations



Timelines

Request sent to identified members of WG2
for Sub Group

Sub group meetings in January

Sub group content for review by end of March
Consolidated drafts by end of April
Completed total draft by end of May

— Services and Initiatives
— Final proposal for guidance



