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Y enisa Structure of this talk
e Why NIS legislation?

e How did we support authorities in the implementation of
Article 13a

— Incident reporting framework
— Security measures framework

Note: the ideas in this slide are based on discussions

and consensus between regulators, using input from providers,
over a period of several years of work.
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} enisa Background: HTTPS is it really working?

e Public key crypto is great! But PKI is poor.
— The most widespread use of PKI is HTTPS.
— HTTPS is neither user-friendly nor secure (600 SoFs).
— Want to guess at the scale of exploitation?
e Matt Blaze http://www.crypto.com/blog/spycerts

e “large number of root authorities, from tiny, obscure
businesses to national governments”

e Moxie Marlinspike http://blog.thoughtcrime.org/ssl-and-
the-future-of-authenticity: Do you even need to hack?

e Security failure and a market failure
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s enisa  Black tulip — impact timeline

****

July 2011 Security breach at Diginotar

August 2011 Privacy breach in Iran

September 2011 Outage in the Netherlands

www.enisa.europa.eu



DigiNotar’

A AP VRSO COMPANY

- Diginotar bankrupt, Vasco estimates losses at 4M euros

(Vasco acquired Diginotar for 12M,
Turn over certificate business of Diginotar is about 1M euros)
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 Dutch e-Gov offline for millions of citizens for several weeks
« Dutch state claims 9 million euros in damages



“It is plausible that people died.”

(Mikko HyppOnen, F-Secure)



after the incident response?




. enisa Technical discussions following Diginotar

CERT network worked well in the incident response phase
— Aart Jochem (NCSC): “"But PKI crisis is still ongoing”.

Google removes OCSP from Chrome (‘snapping seatbelt’)
e More discussion about PKI and HTTPS
— DNSSEC, DANE, Convergence, TACK, CA pinning

ENISA criticises HTTPS and CAs
- © or rather “the implementation of HTTPS”

www.enisa.europa.eu
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Vulnerabilities in the implementation of HTTPS
CAs can track internet usage of citizens.

CAs get breached.

CAs have no market incentive for improving security.
Academics: “Security breach legislation (SBN) could help.”

WEST




Y enisa Political discussions following Diginotar

e No incident reporting obligations for Diginotar?

e Weak legal grounds for the government to intervene
— Only because Diginotar was also a CA for qualified e-sig

e (Case for international/EU action: Breach at a small firm
in one country, had a severe impact abroad.

e Strong push for legislation on information security

www.enisa.europa.eu
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... our ‘customers”




x enisa Proposed NIS directive

“ EUROFEAN
COMMISSION

Brussels, 7.2.2013
COM(2013) 48 final

2013/0027 (COD)

Proposal for a
DIRECTIVE OF THE EUROPEAN PARILIAMENT AND OF THE COUNCIL

concerning measures to ensure a high common level of network and information
security across the Union

Thirdly, based on the model of the Framework Directive for electronic communications. the
proposal would aim to ensure that a culture of nsk management develops and that sharing of

www.enisa.europa.eu



r enisa Article 13a of the Framework directive
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e Article 13a
X Security and integricy

1.  Member States shall enzure that undertakings provid-
ing public communications networks or publicly available
electronic communications services take appropriate techni-
cal and organizational measures to appropriately manage the
risks posed to security of networks and services. Having
regard to the state of the art, these measures shall ensure a
level of security appropriate to the risk presented. In particu-
lar, measures shall be taken to prevent and minimize the
impact of security incidents on userz and interconnected
networks.

2. Member States shall ensure that undertakings provid-
ing public communications networks take all appropriate
steps to guarantee the integrity of their networks, and thus

enzure the continuity of supply of services provided ower

H;EIEE- HEWFEITE
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3. Member States shall enzure that undertakings provid-

ing public communications networks or publicly available

electronic communications services notfy the competent
national regulatory authority of a breach of security or loss

of integrity that has had a zig'n'Eu::ant impact on the Opera-
tion of networks or servicell,rmnooooooooToTT—

Where appropriate, the national regulatory authority con-
cerned shall inform the national Eu]ar-:m' authorities in

other Member States and the European MNetwork and Infor-
mafion Security _Apency (ENISA). The national regulatory

authority concermed may inform the public or require the

undertakings to do so, where it determines that disclosure of
the breach is in the public interest.

Once a year, the national regulatory authority concerned
shall submit a summary report to the Commission and

ENISA on the motmications received and the actlon @ken m
ACCOMOANCE With [ ]:larag'mpﬁ.

www.enisa.europa.eu



. enisa Security processes mandated by Artl3a

Risk assessment

Security Measzures Incident reporting

e Goal: Security of e-communication networks and services

e Supervised by a national regulator
(in collaboration with regulators abroad - the 'single market’)

www.enisa.europa.eu



J enisa Information flows in Article 13a
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S enisa  Article 13a Expert group
** P St hember
i é$e nsure
e Informal, voluntary group of experts %%
e Chaired by ENISA, EC is observer =

e All NRAs in the EU are on board + EFTA countries
e 3 F2F meetings per year — next meeting is the 12th already.
e Telephonic meetings when needed

e Discussion topics
- Implementation of the EU directive
— Supervision activities
- Past incidents, stories
e Tools
— Guideline on incident reporting
— Guideline on security measures
- Mailing list, portal, issue tracker, reporting tool
- Agreement on sharing (Traffic Light Protocol)
— Contact list for cross border notification
— State of play (status, issues per member state)

www.enisa.europa.eu
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enisa Article 13a Expert group members

X *

Country Artl3a Incident Artl3a Security Art 4 Incident Art4 Security
Reporting Measures Reporting Measures
Austria RTR RTR DPC DPC/RTR
Belgium BIPT BIPT BIPT BIPT
Bulgaria CRC CRC PDP PDP
Croatia HAKOM HAKOM HAKOM HAKOM
Cyprus OCEPR OCEPR OCEPR OCEPR/CPDP
Czech republic | CTO CTO OPDP/CTO OPDP/CTO
Denmark MINDEF MINDEF ERST ERST
Estonia TIA TIA AKI AKI
Finland FICORA FICORA FICORA FICORA
France MinFin MinFin CNIL CNIL
Germany BNetzA Bnetza Bnetza/BfDI Bnetza/BfDI
Greece ADAE ADAE ADAE/DPA ADAE/DPA
Hungary NMHH NMHH NMHH NMHH
Ireland COMREG COMREG DPC DPC
Italy MISE MISE GPDP GPDP
Latvia CERT.LV CERT.LV Data Inspector Data Inspector
Lithuania RRT RRT ADA ADA
Luxembourg ILR ILR CNPD CNPD
Malta MCA MCA OIDPC OIDPC
Netherlands Ag Telecom/ACM Ag Telecom/ACM ACM/CPB ACM
Poland UKE UKE GIODO GIODO
Portugal ANACOM ANACOM CNPD ANACOM
Romania ANCOM ANCOM ANSPDCP ANSPDCP
Slovakia TELEOFF TELEOFF TELEOFF TELEOFF
Slovenia APEK APEK APEK/IP-SR APEK/IP-SR
Spain Minetur Minetur AGPD AGPD
Sweden PTS PTS PTS PTS
UK OFCOM OFCOM ICO ICO

www.enisa.europa.eu
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S enisa Thresholds for annual summary reporting

** N

e NRAs are gauging what are useful national thresholds.
— Don't try to agree on what is significant impact (nationally)!

e Common thresholds for sharing with other NRAs
e Baseline + whatever else is ‘interesting’

1h-2h | 2h-4h | 4h-6h

1%- 2%

2% - 5%

5% - 10%

10% - 15%

>15%

www.enisa.europa.eu



V=0T Crystalia
view

view |ELGLULE]

x *
» enisa CIRAS: EC/ENISA view
****
CIRAS PILOT
Couniries
Country Incident reports Annual reports Empty report
view © [ 0] [ 0
view | [FETSEET) [ 3 ] [ 1] [ 0]
view [ 4 [ 1] O
view ®© [ 0] [ 0]
O wadiva | [ 2 [ 1) [ 0
view [ 2 [ 0] [ 1
WO Ailaniis ®© [ 1] [ 0]
view [ [ 4 [ 1] [ 0
view [ 1] [ 0]
view | [ET [ 2 [ 0] [ 0
[ Crystalia | [ 4 [ 1] [ 0
Narnia [ 8] [ 1] [ 0]
[ Takatuka) [ 7 [ 1] [ 0

view

www.enisa.europa.eu
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; enisa CIRAS - Country page

****

Wadiya

Country data

Fixed telephony users: 4000000

Mobile telephony users: 5000000

Fixed Internet users: 2000000

Maobile Internet users: 4000000

MNRA Contact data: WTR, Wadiya's Telecom Regulators, Regulators street, +003123456789, Telecity, Wadiya

Authorized users

Plone user id User nan

Year Submission date Contained incident reports Export to

] 2012 08-01-2013 17:13:53 452250, 612291 ¥ML | CSV | HTML
efthyco Costas Ef

Unsubmit report

Incident reports

Incident ID Year National ID Impact Date added Date modified
2013 U
F 199374 2013 - Mobile telephony(23h, 150000) 14-01-2013 14:08:46 27-01-2013 17:19:01 e

satelite tv(10h, 12140)

2012 ]
I 452250 2012 - Mobile telephony(3h, 50000) 08-01-2013 16:53:45 08-01-2013 16:53:46 e
B 612291 2012 - Fixed telephony(1h, 800) 27-12-2012 15:52:31 08-01-2013 16:49:30 o delete

Incidents included in the 2012 annual report can not be edited or deleted.

www.enisa.europa.eu
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~ enisa CIRAS: Incident report form - impact

****

National ID
|2013-14435245

Date

Year

2013

S=rvice impact

duration [hrours) number of users
[] Fixed | | PSTHN DsL Fiber Cable other
telephony
duration (hours) number of users
Fixed internet | 5 | 3.000.000 [] osL [0 Fiber [] Cable [0 other
duration (hours) number of users
[] Mobile | | G5M UMTS LTE other
telephony
duration [hours) number of users
D Mobile internet | | GPRS5/EDGE UMTS LTE other
Service duration (kours) number of users

] | |

Orthemr impact

[F Impact on emergency calls

Check if availability of emergency services were impacted by the incident.

|:| Impact on interconnections

Check if there was impact on interconnections, affecting other operators in the same country or abroad.

www.enisa.europa.eu
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.« enisa

*
*

.
Root cause category
[] System failures
|:| Human errors
|:| Malicious actions

Matural phenomena
|:| Third party failures

Initial cause

OO0OoOoOoOoOoOoOoOoOoOoOoOoOEDEO

www.enisa.europa.eu

Cable cut
Cable theft
Flood

Heawvy snowfall
Storm

Power cut
Fowear surges
Physical attack
Cyber attack
Bad change
Bad maintenance
Overload

Fuel exhaustion

Policy/procedure flaw

Hardware failure
Software bug
Human error
None

No information
Other

Subsequent cause
Cable cut

Cable theft
Flood

Heavy snowfall
Storm

Power cut

FPower surges
Physical attack
Cyber attack
Bad change

Bad maintenance
Overload

Fuel exhaustion
Paolicy/procedure flaw
Hardware failure
Software bug
Human error
None

Mo information
Other

OoO0O000OEOOCOoOoOOEOEOEEO

CIRAS: Incident report form - causes

Assets affected by initial cause

Base stations and controllers

. MDbIlE switching

fe.g. MSC. VLE. SGSN. SESN

|:| User and location registers

fe.g. HLRE. HSS5. AuC)

[C] Switches

m
1
i
1
L=
m
Iy
t

1]
i

|:| Core netwcurl-c

fe g. fbre-core, cabie- sggregation )

[] Interconnections

(e.g. TXPs

TP transit

|:| Powear 5up|:||',r system

transformers, power grid
. E!-al:l-cu wer supply
.g. diesel generators, batteries

|:| Cooling system
|:| Street cabinets
|:| Messaging center
|:| Switching center

|:| Addressing servers

HCP, DNS

|:| Dperatnr backbone
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; enisa Incident reporting as a means to an end
x *

*x *

Understand and discuss security issues

e Update and issue recommendations about security measures
Network or
o _ service (-.‘
e In 2013 two specific topics: provider )
n . . . o best practices,
— “National roaming for mobile outages security measures
— “Power supply dependencies” ;
Competent=
national |€-eec--. best practices,
e In 2014 we plan to address authority security measres
- “"Telecoms meet ICT vendors” \ | :
annual reporting '
~ -~ — :

Y

National authorities abroad, ENISA and EC

www.enisa.europa.eu




J enisa From one thing comes another

e Agreement about incident reporting template leads to
agreement about
— Which services are in scope (for now)
— Which security incidents are in scope (for now)
— Common terminology/vocabulary/metrics
e Quantify/qualify impact of incidents

e Categories of root causes (human error, natural disaster,
etc)

e Detailed causes (snow fall, power cut, overload, etc)
o Assets (basestations, interconnections, MSC, HLR, etc)

*) These are all the main ingredients for a risk assessment
(assets, threats)

www.enisa.europa.eu



. enisa Supervising security measures

State or federation of states

Security requirements Governing body

Compliance evidence

Sector

Provider Provider Provider Provider : Provider @ Provider Provider Provider Provider

User User User User User User User User
User User User User User User User User

www.enisa.europa.eu
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J enisa Security is a dynamic field

****

e Rapidly changing technology and attacker capabilities

e Examples:
— EU Carbon emmissions trading scheme (30M euro)
— High roller (80M euro)
— Twitter account of Associated Press (143 Dow Jones pts)
TR T H L

In-depth security news and investigation

BLOG ADVERTISIN
12 EU to Banks: Assume All PCs Are Infected
An agency of the European Union created to improve network and data security is offering Recent Pos
sorr.le blunt,'txmely and refreshing advice for' financial institutions as they try to secure the e Ttend
online banking channel: “Assume all PCs are infected.” Rk
38 Million U

The unusually frank perspective comes Araage A et 6 ) Senator Dem
: (= =

from the European Network and

Experian

Information Security Agency, in Experian Sol

response to a recent “High Roller” report ID Theft Sery
(PDF) by MecAfee and Guardian Breach at PR
Analytics on sophisticated, automated Adobe Hack
fnahcxo.us softwaz:e st'rams that are Source: zeustracker.abuse.ch Critical Java
increasingly targeting high-balance bank 3
S . . . Security Hol¢

accounts. The report detailed how thieves using custom versions of the ZeuS and SpyEye ?
Trojans have built automated, cloud-based systems capable of defeating multiple layers of .

WTRTREETRTR . N 2 2 S 3 Siihecrihe b

www.enisa.europa.eu



. enisa  Appropriate security measures

e Appropriate, proportionate, commensurate to the risks

— Risks for customers, society, et cetera (so enterprise risk
mgmt frameworks are not fully appliccable)

— NRA is not the asset owner and cannot do the risk
assessment

— Technology changes rapidly (IP etc)
— The sector is very diverse (per country 100s of providers)

e Hard: NRA defines up front which are the appropriate
security measures.
e Feasible: Try to move the sector faster forward
— Use examples and best-practices from industry frontrunners
— Assess, compare, analyse and support best practices
— Analyse incident reports and follow-up

www.enisa.europa.eu
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J enisa Guideline on Security Measures

****

e Neutral standard/structure
e Adopted by most national authorities

e Structure for supervision, not a security manual
- For self-assessments, interviews, questionnaires
— Mapped to international standards

".ﬂ_ N 'fr { Security objectie K ™
7 domains 25 security objectives ]r“‘
/O Securtty donsain 50 = Security ohjedive ) ) Security measures Evidence
- - ) that ... — = key personned bnows .
S0 x Security objective ) - ST ¢—
( = Loty = 1 | b. have a procedure - policy/procedune covering...
{50 x Security objective ) c. set a policy =  tookfmechanisms for_
'\ (__SDx Security ohiective ) / t
l"'EI-r: Security domain {50 x Security ohjective ﬁ 2] 4:: =2
{50 x Security ohjective ]
I N
{50 x Security objective )
- TN ),
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enisa

x

D1: Governance and risk management

Guideline on Security Measures

The domain “Governance and risk management” includes the security objectives related to
governance and management of network and information security risks.

S0 1: Information security policy

Establish and maintain an appropriate information security policy.

Security measures

Evidence

security and continuity of the communication
networks and/or services provided.

b) Make key personnel aware of the security
policy.

1 | a) Set a high level security policy addressing the

& Documented security policy, including
networks and services in scope, critical
assets supporting them, and the security
objectives.

& Key personnel are aware of the security
policy and its objectives [interview).

critical assets and business processes.
d) Make all personnel aware of the security
policy and what it implies for their work.

g) Review the security policy following
incidents.

2 | c] Set detailed information security policies for

& Documented information security policies,
approved by management, including
applicable law and regulations, accessible to
personnel.

# Perzonnel are aware of the information
security policy and what it implies for their
work (interview).

& Review comments or change logs for the
policy.

3 | f) Review the information security policies
periodically, and take into account violations,

in the sector.

and incidents affecting other (similar) providers

» Information security policies are up to date
and approved by senior management.

& Logs of policy exceptions, approved by the
relevant roles.

» Documentation of review process, taking
into account changes and past incidents.

www.enisa.europa.eu
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S enisa  One size does not fit all

****

366  objectives. For example, an NRA could be interested in a domain like business continuity or specific
367  security objectives around change management.

368  The sophistication levels can be used by providers to indicate, per security objective, what kind of
369  security measures are in place. The sophistication levels could be used to make a profile per provider,
370 which would allow for a quick comparison between providers.

.I]_

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 2%

3

371
372 Figure 1: Two different profiles with varying sophistication for different security measures.

www.enisa.europa.eu
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;S enisa Security breach articles in EU legislation

****

Network or - Art 4 of the e-Privacy directive.
Victims < Artd service - | |
Art 32 S | |
provider ) - Art 30, 31, 32 of the proposed Data |
R Art 13‘a Art 4 'protection regulation. |
I Art 15, Art 30, Art 14
/ Art 133, Art 4 . - Art 15 of the proposed regulation on e- |
/. Art 15, Art 31, Art 14 : 'signatures and e-identities
: ' | |
_/ + : - Art 14 of the proposed NIS directive |
/ Competent
/ ’ authority Art 15, Art 30, Art 14
A J
[

: . | \ %

/ e : '

' : Art 13a, Art 15 '

/ Art 133, Art 15, ’ , \ .

: Art 14 Art 14 Art 13a, Art 15, Art 14 0

/ 7 —— 0

i : ; 0

> 7 v ' [

Public National authorities abroad, EC and ENISA

www.enisa.europa.eu
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Y enisa Security and personal data

****

e Article 13a: Security of services and networks
e Article 4: Security of personal data processing

'personal data breadh’ mears a breach of security
leading o the accidental or unlawful destruction,

e, aleration, uwnauthorged disdosure of, or
acress o, personal data transmitbed, Stored or
otherwie processsd in connection with e

prvidon o & publicy  avallable  electronic
nmmmi:alh:mmmm&mﬁmﬂy.

Security incidents

)
''''''

www.enisa.europa.eu
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~ enisa Proposal for One security framework

** 5 F
e “probably 80% overlap in measures”

e Merged Art4 and Artl3a: “Security of networks, services and
personal data processing”

e Easier for providers
e Easier cooperation between authorities nationally
e Easier cooperation between authorities across borders

asset asset

www.enisa.europa.eu
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J enisa Personal data breaches: a joint responsibility

****

Authorities on Article 4 of the e-Privacy directive across the EU

H DPA
B NRA

*) DPA - Data protection authority, NRA - telecom regulator

**) In some countries NRAs and DPAs share or split responsibility

www.enisa.europa.eu
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s enisa Harmonization across regulators

****

Member states shall implement the oblization to potify secunty ncidents in
a way that mmimises the admimisiranyve barden in case the seounty modent 5 also 3
personal data breach

Liaising with the compefent authorities and
the data protection authonifies. ENISA couwld assist by developing information
exchanze mechamsm: and templates aveiding the need for two potification templates.

Thiz smrele oonficabon TE%E would fachitate the reporting of incxdents
CORPTONUSINE Persd sreby easing the admimistrainve burdsn oo businesses
and public adminisiratons.

-> tired frog ... two scorpions

www.enisa.europa.eu
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J enisa Article 13a Rules of thumb

** o ¥
e Regulator is not the asset owner et
— NRA cannot do a detailed risk assessment G
e Countries, markets and regulators are different —
— No single definition of ‘significant’ incidents
e One size does not fit all
- Accommodate for the diversity in the sector
e Collection of incident reports drives the supervision (nationally)
e Security measures are voluntary
- Provide guidance for small providers but avoid setting a minimum.

e Pan-EU sharing (summaries of) incident reports drives
collaboration and harmonization.

- Exchanging experiences and learning from other countries.

- Agreement on common terminology/vocabulary and approach.
e Start pan-EU collaboration with an reduced/imperfect scope

— a short list of services, a shortlist of types of incidents

e Identify and reap added value for the job at hand (security)

www.enisa.europa.eu
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~ enisa  Article 13a Open topics

****

e Sharing without scaring?

— “Heavy fines and bureaucracy for every single breach!! That will teach them!!”
— Increase transparency/knowledge about incidents/vulnerabilities.

— How to incentivize reporting? (anonimity/immunity for reporters, fines/sanctions
for not reporting —not for incidents, Corporate culture, return value)

— Sharing lessons learnt! (or when to look beyond competition?).

e Times of change

— From telegraphs and telephony to PCs and smartphones?

— Services in scope? Blackberry, social media, cloud computing, Skype, Whatsapp?
— IXPs, registries (DNS, BGP), registrars, et cetera.

— Lower end of the cloud stack (laaS)

e Role of standards, certification and (external) audits

— Soft, self-regulation?

— Self-assessments?

— Procurement guidelines/rules?
— Impact on competition?

www.enisa.europa.eu
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enisa Contact us, work with us

x *

x

Article 13a material

e Article 13a EG portal and draft guidelines: http://resilience.enisa.europa.eu/article-
13

e Article 13a video: http://www.enisa.europa.eu/media/multimedia/reporting-of-
cybersecurity-incidents

e Article 13a annual reports: http://www.enisa.europa.eu/activities/Resilience-and-
ClIP/Incidents-reporting/annual-reports/annual-incident-reports-2012

Marnix Dekker marnix.dekker@enisa.europa.eu

ENISA website: http://www.enisa.europa.eu

Follow ENISA’s twitter @enisa_eu feed: https://twitter.com/enisa_eu
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