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Structure of this talk 

• Why NIS legislation?  

 

• How did we support authorities in the implementation of 
Article 13a 

– Incident reporting framework 

– Security measures framework 

 

 

 

Note: the ideas in this slide are based on discussions 

and consensus between regulators, using input from providers, 
over a period of several years of work.  
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Summer 2011:  
Diginotar aka Operation black tulip.  
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Background: HTTPS is it really working?  

• Public key crypto is great! But PKI is poor.  

– The most widespread use of PKI is HTTPS.  

– HTTPS is neither user-friendly nor secure (600 SoFs).  

– Want to guess at the scale of exploitation?  

• Matt Blaze http://www.crypto.com/blog/spycerts  

• “large number of root authorities, from tiny, obscure 
businesses to national governments”  

• Moxie Marlinspike http://blog.thoughtcrime.org/ssl-and-
the-future-of-authenticity: Do you even need to hack?  

• Security failure and a market failure 

http://www.crypto.com/blog/spycerts
http://www.crypto.com/blog/spycerts
http://blog.thoughtcrime.org/ssl-and-the-future-of-authenticity
http://blog.thoughtcrime.org/ssl-and-the-future-of-authenticity
http://blog.thoughtcrime.org/ssl-and-the-future-of-authenticity
http://blog.thoughtcrime.org/ssl-and-the-future-of-authenticity
http://blog.thoughtcrime.org/ssl-and-the-future-of-authenticity
http://blog.thoughtcrime.org/ssl-and-the-future-of-authenticity
http://blog.thoughtcrime.org/ssl-and-the-future-of-authenticity
http://blog.thoughtcrime.org/ssl-and-the-future-of-authenticity
http://blog.thoughtcrime.org/ssl-and-the-future-of-authenticity
http://blog.thoughtcrime.org/ssl-and-the-future-of-authenticity
http://blog.thoughtcrime.org/ssl-and-the-future-of-authenticity
http://blog.thoughtcrime.org/ssl-and-the-future-of-authenticity
http://blog.thoughtcrime.org/ssl-and-the-future-of-authenticity


www.enisa.europa.eu 5 5 

MitM on 300.000 Iranian PCs 
For several weeks in August 2011: 
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Dutch e-Government offline  

For several weeks in September 2011 
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Black tulip – impact timeline 

Security breach at Diginotar 

Privacy breach in Iran 

Outage in the Netherlands 

July 2011  

¦ 

¦ 

¦ 

¦ 

August 2011 

¦ 

¦ 

¦ 

¦ 

September 2011 



www.enisa.europa.eu 8 8 

• Diginotar bankrupt, Vasco estimates losses at 4M euros 
 

(Vasco acquired Diginotar for 12M,  
Turn over certificate business of Diginotar is about 1M euros) 
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• Dutch e-Gov offline for millions of citizens for several weeks 
• Dutch state claims 9 million euros in damages 
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“It is plausible that people died.” 
 

(Mikko Hyppönen, F-Secure) 
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… after the incident response?  
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Technical discussions following Diginotar 

• CERT network worked well in the incident response phase 

– Aart Jochem (NCSC): “But PKI crisis is still ongoing”. 

 

• Google removes OCSP from Chrome (‘snapping seatbelt’) 

• More discussion about PKI and HTTPS 

– DNSSEC, DANE, Convergence, TACK, CA pinning 

• ENISA criticises HTTPS and CAs  

–  or rather “the implementation of HTTPS” 
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Laws for the wild west of webcertificates 

• Vulnerabilities in the implementation of HTTPS.  

• CAs can track internet usage of citizens.  

• CAs get breached.  

• CAs have no market incentive for improving security.  

• Academics: “Security breach legislation (SBN) could help.”  
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Political discussions following Diginotar 

 

• No incident reporting obligations for Diginotar? 

 

• Weak legal grounds for the government to intervene 

– Only because Diginotar was also a CA for qualified e-sig 

 

• Case for international/EU action: Breach at a small firm 
in one country, had a severe impact abroad.  

 

• Strong push for legislation on information security  
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… fearsome legislation 
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… our “customers” 
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Proposed NIS directive 
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Article 13a of the Framework directive 
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Security processes mandated by Art13a 

 

 

 

 

 

 

 

 

 

 

 

• Goal: Security of e-communication networks and services 

• Supervised by a national regulator 

(in collaboration with regulators abroad – the ‘single market’) 
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Information flows in Article 13a 

Network or 
service 

provider

Competent 
national 
authority

National authorities abroad, ENISA and EC

1

4

Public

2

5

6

 Security measures 

 Notification

 Informing

 Summary reporting

2

3
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Article 13a Expert group 

• Informal, voluntary group of experts  

• Chaired by ENISA, EC is observer 

• All NRAs in the EU are on board + EFTA countries 

• 3 F2F meetings per year – next meeting is the 12th  already.   

• Telephonic meetings when needed 

• Discussion topics  

– Implementation of the EU directive 

– Supervision activities 

– Past incidents, stories 

• Tools 

– Guideline on incident reporting 

– Guideline on security measures 

– Mailing list, portal, issue tracker, reporting tool 

– Agreement on sharing (Traffic Light Protocol) 

– Contact list for cross border notification 

– State of play (status, issues per member state) 
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Article 13a Expert group members 

Country Art13a Incident 
Reporting 

Art13a Security 
Measures 

Art 4 Incident 
Reporting 

Art4 Security 
Measures 

Austria RTR RTR DPC DPC/RTR 

Belgium BIPT BIPT BIPT BIPT 

Bulgaria CRC CRC PDP PDP 

Croatia HAKOM HAKOM HAKOM HAKOM 

Cyprus OCEPR OCEPR OCEPR OCEPR/CPDP 

Czech republic CTO CTO OPDP/CTO OPDP/CTO 

Denmark MINDEF MINDEF ERST ERST 

Estonia TJA TJA AKI AKI 

Finland FICORA FICORA FICORA FICORA 

France MinFin MinFin CNIL CNIL 

Germany BNetzA Bnetza Bnetza/BfDI Bnetza/BfDI 

Greece ADAE ADAE ADAE/DPA ADAE/DPA 

Hungary NMHH NMHH NMHH NMHH 

Ireland COMREG COMREG DPC DPC 

Italy MISE MISE GPDP GPDP 

Latvia CERT.LV CERT.LV Data Inspector Data Inspector 

Lithuania RRT RRT ADA  ADA  

Luxembourg ILR ILR CNPD CNPD 

Malta MCA MCA OIDPC OIDPC 

Netherlands Ag Telecom/ACM Ag Telecom/ACM ACM/CPB ACM  

Poland UKE UKE GIODO GIODO 

Portugal ANACOM ANACOM CNPD ANACOM 

Romania ANCOM ANCOM ANSPDCP ANSPDCP 

Slovakia TELEOFF TELEOFF TELEOFF TELEOFF 

Slovenia APEK APEK APEK/IP-SR APEK/IP-SR 

Spain Minetur Minetur AGPD AGPD 

Sweden PTS PTS PTS PTS 

UK OFCOM OFCOM ICO ICO 
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Thresholds for annual summary reporting 

• NRAs are gauging what are useful national thresholds.  

– Don’t try to agree on what is significant impact (nationally)! 

• Common thresholds for sharing with other NRAs  

• Baseline  + whatever else is ‘interesting’ 

 1h-2h 2h-4h 4h-6h 6h-8h >8h 

  1% - 2%      

  2% - 5%      

  5% - 10%      

 10% - 15%      

> 15%       
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CIRAS: EC/ENISA view 
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CIRAS - Country page 
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CIRAS: Incident report form - impact 
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CIRAS: Incident report form - causes 
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Incident reporting as a means to an end 

• Understand and discuss security issues 

 

• Update and issue recommendations about security measures 

 

• In 2013 two specific topics: 

– “National roaming for mobile outages” 

– “Power supply dependencies” 

 

• In 2014 we plan to address 

– “Telecoms meet ICT vendors” 

 

 

 

 

 

Network or 
service 

provider

Competent 
national 
authority

National authorities abroad, ENISA and EC

annual reporting

best practices, 
security measures

best practices, 
security measures
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From one thing comes another 

• Agreement about incident reporting template leads to 
agreement about 

– Which services are in scope (for now) 

– Which security incidents are in scope (for now) 

– Common terminology/vocabulary/metrics 

• Quantify/qualify impact of incidents 

• Categories of root causes (human error, natural disaster, 
etc) 

• Detailed causes (snow fall,  power cut, overload, etc) 

• Assets  (basestations, interconnections, MSC, HLR,  etc) 

 

*) These are all the main ingredients for a risk assessment 
(assets, threats) 
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Supervising security measures 

Provider

Governing body

Provider Provider Provider Provider Provider ProviderProvider Provider

User
User

User
User

User
User

User
User

User
User

User
User

User
User

User
User

Sector

Security requirements

Compliance evidence

State or federation of states
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Security is a dynamic field 

• Rapidly changing technology and attacker capabilities 

• Examples: 

– EU Carbon emmissions trading scheme (30M euro) 

– High roller (80M euro) 

– Twitter account of Associated Press (143 Dow Jones pts) 
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Appropriate security measures 

• Appropriate, proportionate, commensurate to the risks  

– Risks for customers, society, et cetera (so enterprise risk 
mgmt frameworks are not fully appliccable) 

– NRA is not the asset owner and cannot do the risk 
assessment 

– Technology changes rapidly (IP etc)  

– The sector is very diverse (per country 100s of providers) 

 

• Hard: NRA defines up front which are the appropriate 
security measures. 

• Feasible: Try to move the sector faster forward 

– Use examples and best-practices from industry frontrunners 

– Assess, compare, analyse and support best practices 

– Analyse incident reports and follow-up 
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… like curling 
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Guideline on Security Measures 

• Neutral standard/structure 

• Adopted by most national authorities 

• Structure for supervision, not a security manual 

– For self-assessments, interviews, questionnaires 

– Mapped to international standards 
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Guideline on Security Measures 
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One size does not fit all 
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Security breach articles in EU legislation  

Network or 
service 

provider

Competent 
national 
authority

National authorities abroad, EC and ENISA

Art 13a, Art 4, 
Art 15, Art 31, Art 14

Art 13a, Art 15, Art 14

Victims

Public

Art 4
Art 32

Art 13a, Art 15, 
Art 14

Art 13a, Art 4, 
Art 15, Art 30, Art 14

Art 13a, Art 4, 
Art 15, Art 30, Art 14

- Art 13a of the Framework directive. 

- Art 4 of the e-Privacy directive. 

- Art 30, 31, 32 of the proposed Data  
protection regulation. 

- Art 15 of the proposed regulation on e-
signatures and e-identities

- Art 14 of the proposed NIS directive

Art 13a, Art 4
Art 15, Art 14

Art 13a, Art 15, 
Art 14
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Security  and personal data   

• Article 13a: Security of services and networks   

• Article 4: Security of personal data processing 
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Proposal for One security framework 

• “probably 80% overlap in measures” 

• Merged Art4 and Art13a: “Security of networks, services and 
personal data processing” 

• Easier for providers  

• Easier cooperation between authorities nationally 

• Easier cooperation between authorities across borders 
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Personal data breaches: a joint responsibility 

21 
15 DPA

NRA

Authorities on Article 4 of the e-Privacy directive across the EU 

*) DPA – Data protection authority, NRA - telecom regulator 
  
**) In some countries NRAs and DPAs share or split responsibility 
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Harmonization across regulators 

 

 

 

 

 

 

 

-> tired frog … two scorpions 
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Article 13a Rules of thumb 

• Regulator is not the asset owner 

– NRA cannot do a detailed risk assessment  

• Countries, markets and regulators are different 

– No single definition of ‘significant’ incidents 

• One size does not fit all 

– Accommodate for the diversity in the sector 

• Collection of incident reports drives the supervision (nationally) 

• Security measures are voluntary  

– Provide guidance for small providers but avoid setting a minimum. 

• Pan-EU sharing (summaries of) incident reports drives 
collaboration and harmonization.  

– Exchanging experiences and learning from other countries. 

– Agreement on common terminology/vocabulary and approach.  

• Start pan-EU collaboration with an reduced/imperfect scope  

– a short list of services, a shortlist of types of incidents 

• Identify and reap added value for the job at hand (security) 
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Article 13a Open topics 

• Sharing without scaring?  
– “Heavy fines and bureaucracy for every single breach!! That will teach them!!”  

– Increase transparency/knowledge about incidents/vulnerabilities.  

– How to incentivize reporting?  (anonimity/immunity for reporters, fines/sanctions 
for not reporting –not for incidents, Corporate culture , return value)  

– Sharing lessons learnt!  (or when to look beyond competition?).  

• Times of change  
– From telegraphs and telephony to PCs and smartphones?  

– Services in scope? Blackberry, social media, cloud computing, Skype, Whatsapp?  

– IXPs, registries (DNS, BGP), registrars, et cetera.  

– Lower end of the cloud stack (IaaS) 

• Role of standards, certification and (external) audits   
– Soft, self-regulation?  

– Self-assessments?  

– Procurement guidelines/rules? 

– Impact on competition?  
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Contact us, work with us 

Article 13a material  
 
• Article 13a EG portal and draft guidelines: http://resilience.enisa.europa.eu/article-

13  
 

• Article 13a video: http://www.enisa.europa.eu/media/multimedia/reporting-of-
cybersecurity-incidents  
 

• Article 13a annual reports: http://www.enisa.europa.eu/activities/Resilience-and-
CIIP/Incidents-reporting/annual-reports/annual-incident-reports-2012  

 
--- 
 
Marnix Dekker marnix.dekker@enisa.europa.eu 
 
ENISA website: http://www.enisa.europa.eu  
 
Follow ENISA’s twitter @enisa_eu feed: https://twitter.com/enisa_eu 
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