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;S enisa Five Strategic Objectives

x *
x *

e Achieving cyber resilience
e Drastically reducing cybercrime

e Developing cyber defence policy and
capabilities related to the Common Security
and Defence Policy (CSDP)

e Developing the industrial and technological
resources for cybersecurity

e Establishing a coherent international
cyberspace policy for the European Union and
promote core EU values.

B ENISA explicitly called upon.
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;S enisa National Cyber Security Strategy Context

x *
x *

e Protection of citizens, business and government

e Raising awareness on cyber security issues
(citizens, business)

e Enhancing cyber security and critical
information infrastructures protection (health,
finance, transport, energy sector) in national
level.

e Trusted information sharing and cooperation
(effective PPPs)
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ENISA Guidelines for developing National
Cyber Security Strategies

Desktop Research Report 2012

National Cyber Security Strategies
Practicol Guide on Development and Execution

December 2012

S enisa ENISA work in supporting NCSS

e 2012: Desk research on
cyber security strategies
in the EU

e 2012: Good practice
guide on how to design
and implement cyber
security strategies

e 2013: Inventory of
NCSS in EU
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National Cyber Security Strategies in the

0 EU
J

A

e Source:
http://www.enisa.europa.
eu/activities/Resilience-
and-CIIP/national-cyber-
security-strategies-
ncsss/national-cyber-
security-strategies-in-the-
world
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y enisa ENISA doctrine: NCSS Lifecycle

2012
2012
Implement Guide

x*
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J enisa Evaluation framework for NCSS

x *
x *

e Evaluation framework
for NCSS

e Objectives of the
evaluation

e Logic model and
steps to follow

zzwsz

An evaluation Framework for National

CyberSecuriy Stateges (inputs and outputs)
e Key performance
e indicator per
' objective
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. ensa  Why evaluate?

x *
x *

e Allow learning from past experience and make the
according adjustments

e Evaluation procedure can offer credibility and enhance
trustworthiness of the scheme

e Evidence of effectiveness of the plan and of involvement
of the stakeholders

e (Catalyses discussion with stakeholders

e CHALLENGE: Correct evaluation need investment in time,
resources and money

www.enisa.europa.eu
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Y enisa Evaluation in the Lifecycle

****

Evaluating the national
cyber security strategy by
assessing the results of fhe
activites using a set of
objective performance
mettics

PHASE 1 PHASE 2 PHASE 3 PHASE 4

Developing the Executing the Evaluating the Maintaining the
strategy strateqy strategy strategy

Updating the Updating the Periodically reviewing Continuous
strategy action plan(s) the sfrafegy improvement

www.enisa.europa.eu
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J ensa What do we want to achieve?

x *
x *

e Establish and implement legislation

e Preparedness, resilience and adequate response to
cyber-threats and attacks

e Protect critical information infrastructures

e Tackle cyber crime

e Raise awareness

e Train and educate

e Promote economy reliant on digitalised industry

e Secure cyber space

e Invest on ICT and innovation in security and privacy

e Ensure quality of IT and communication products through
security standards

www.enisa.europa.eu
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T Protect digital national information
fesources

| t Promote economy reliant on
= digitalized industry

ﬂ Secure safe place to do business

Secure vital national functions and
interests against cyber threats and attacks

Education and training
Awareness raising

Quality of IT and communicafion m Secure cyberspace with respect for
products ond security standards fundamental rights and values

6'// Endorse and respect certain rules of
behaviours in the digital arena consistent
with national values
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r ensa How will we achieve it?

x *
x *

Develop legislation and standards
o Establish public private partnerships
e Enhance international cooperation

e Create a culture of information security: inform, educate,
raise awareness

e Invest in research, development and innovation

e Build competence capabilities on relevant actors
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. enisa Long term impact

x *

e Critical information Infrastructure and services
protection:

— Better coordination and greater competence between actors
— Elimination of disruptions
— Strengthening capabilities
e Business and Innovation
— Societal development
— Effective and innovative ebusiness solutions
- Expanding digital economy
e Rights and Society
— Protection of personal data and privacy
e General
— Secure, credible and reliable cyber space

www.enisa.europa.eu
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. enisa Long term impact
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Usual approaches on evaluation

Regular progress reports

Security Committee assessment of the
implementation and progress of specified
objectives;

Participating institutions provide an update;

Promote the use of questionnaires among
stakeholders to understand the training needs;

Regular evaluation of security policies;

Specific measures to evaluate the effectiveness
of projects;

Testing the efficiency of processes designed to
deal with security risks.
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. enisa Examples of evaluation processes

x *
x *

A

! 23 Promote the use of questionnaires -l Specific measures to evaluate the
Regular progress reports Not mentioned among stakeholders to understand /m effectiveness of projects
their training needs

W Cyber Security Coundil or Security Committee A R ) ) -
4k H " Participating insfitutions provide a status update : v nolici Testing the efficiency of processes
i ussesses the implementation and progress of paing P o Regular evaluation of securty poliies g yorp

designed to deal with security risks

specified objectives S Pl of he Counclof Mt d
= . =71 Presidency of the Council of Minisfers dratfs a fext on . Reaular review
5], Enhance and evauote educafion ond on the [% the activities in relation to cyberspace profection =N =
job training programmes

Annexed to the Annual Report to the Parliament on
national security strategy and policies

- www.enisa.europa.eu
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LOGIC MODEL ELEMENTS FOR NCSS

e
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OUTPUTS
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® Risk and threat assessments
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Logic model for evaluation

QUTCOMES Mid term (3-7yrs)
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 Faster & more efficient response in cose of national
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Better cooperation between octors:

© All octors incentivisad % cosperate for restience
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. enisa Key performance indicators

* "
* x
e (Categorised by objective:
— Cyber defence policy and capabilities

— Achieving cyber resilience: developing capabilities and cooperating
efficiently within public and private sector

— Reducing cyber crime
— Develop the industrial and technological resources for cybersecurity
— Secure critical information infrastructure

Example:
Key Performance Indicator Evidence (what we should measure)
Setup of CERTs and/or National Security Agencies Existence and mandate of the institutional actors (mission scope,
agencies/ bodies mandate)

|2 (1 =]y Lol= o] Y=Y {110 I} il o 1U] o) ol o T A L Ll o T s [T [T O L e LTl Identification and structure of those partnerships, bodies involved
security and their role, activity reports

Identified risk and threats landscape Risk analysis, threat analysis (conducted by CERTs or National
Security Agencies)

Existence of organised national cyber security exercises Activity reports

Enhanced capabilities: organised trainings for the public Activity reports, event title, companies/stakeholders participated
and private sector, mutual learning activities (workshops
and conference).

Awareness raising activities for end-users (material, Material disseminated, campaigns/event organised, survey on
campaigns, events) citizens perception

Existence of developed response capabilities (react- protect-detect-react-recover plan, early warning systems and
I recovery plans, early warning systems etc) simulation models, activity report I
| ]
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ENISA Supporting the EU Strategies

ENISA CERT community, trainings, recommendations and
good practices on how to setup and run a national CERT

Cyber Exercises, trainings on how to organize and run a
national cyber exercise; pan European exercises

Critical information infrastructures protection: security
recommendations on ICS SCADA, Smart Grids, Telecom
sector, Finance Sector (soon to introduce Transport and
Health)

Support public sector: Articlel3a, Article 4
Educating the citizens: October the Cyber Security Month

Annual threat landscape: security on emerging
technologies

Enhancing privacy issues

www.enisa.europa.eu
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s enisa QOutlook

x *
x *

e Cyber Security is important for the well functioning of the
society and economy

e Critical Services and Infrastructures should be better
protected from cyber attacks and threats

e MS recognize the importance and develop NCSS

e ENISA develops good practices for EU MS and Private
Sector to address the emerging issues

e Sharing experiences and deploying good practices
improves the situation quickly

e When it is necessary, additional regulatory measures are
introduced to resolve issues

e Exercises are the guarantees that these protective
measures work

www.enisa.europa.eu
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Thank you for your attention

Dimitra Liveri: Dimitra.liveri@enisa.europa.eu
For more information visit: http://www.enisa.europa.eu

FollowENISA: fin BT 9 & N

European Union Agency for Network and Information Security WWW.enisa.europa.eu
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