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Privacy Statement – CIRAS Tool 

Your personal data shall be processed in accordance with the Regulation (EU) 2018/1725 on the protection 
of natural persons with regard to the processing of personal data by the Union institutions, bodies, offices 
and agencies and on the free movement of such data1. 

The data controller of the processing operation is ENISA - Core Operations Department (Secure 
Infrastructure and Services Unit). 

The legal basis for the processing operation is Article 5(1)(a) of Regulation (EU) 2018/1725, on the basis of 
Article 13(a) of the Framework Directive 2009/1402, mandating ENISA to collect information on security 
incidents from Member States (National Regulatory Authorities – NRAs). 

The purpose of this processing operation is to facilitate ENISA’s collection of security incident information 
under the aforementioned legal framework (Article 13(a) of the Framework Directive 2009/140). To this end, 
ENISA has created the CIRAS tool for the submission of such information by the NRAs. As a basic element for 
its functionality, the CIRAs tool also includes contact information of NRAs representatives.  

The data processor of this processing operation  is ENISA’s contactor Eau de Web, which is providing  web 
development and hosting services for the CIRAs tool. 

The following personal data are being processed: name, address, phone, e-mail of NRAs representatives 
(contact information). Note that information on security incidents submitted by NRAs in the CIRAS tool 
generally does not include any personal data.  

The recipients of the data will be ENISA staff that is authorised for managing the CIRAS tool, NRAs 
representatives who are appointed members in the specific group, as well as the European Commission’s 
representative who is appointed member in the specific group.   

Personal data will be kept as long as the NRAs keep this information available in the CIRAS tool, as there is 
a permanent need for this contact list, on the basis of Article 13(a) of the Framework Directive 2009/140.  

You have the right to access your personal data, the right to correct any inaccurate or incomplete personal 
data and the right to delete your data. If you have any queries concerning the processing of your personal 
data, you may address them to incidents@enisa.europa.eu 

You shall have right of recourse at any time to the ENISA Data Protection Officer (DPO) at 
dataprotection@enisa.europa.eu and to the European Data Protection Supervisor at 
https://edps.europa.eu. 

                                                           

1 Regulation (EU) 2018/1725 of the European Parliament and of the Council of 23 October 2018 on the protection of natural 
persons with regard to the processing of personal data by the Union institutions, bodies, offices and agencies and on the free 
movement of such data, and repealing Regulation (EC) No 45/2001 and Decision No 1247/2002.  
2 Directive 2009/140/EC of the European Parliament and of the Council of 25 November 2009 amending Directives 2002/21/EC on 
a common regulatory framework for electronic communications networks and services, 2002/19/EC on access to, and 
interconnection of, electronic communications networks and associated facilities, and 2002/20/EC on the authorisation of 
electronic communications networks and services. 
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